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Abstract: Graph neural networks can effectively learn and detect maliciously implanted hardware trojans (HT) in
gate-level netlists. However, existing methods were usually trained on isomorphic and same-process circuits, which
resulted in the generalization ability of the models being limited by the process and structural characteristics of the
training set, making it difficult to cope with the graph structure distribution shift caused by the differences between
the target circuit and the training set. To address this issue, a gate-level HT detection method based on graph trans-
former was proposed. Firstly, the gate-level netlist was converted into a general graph structure, and a multi-
dimensional feature extraction module was designed to capture the intrinsic attributes and topological information
of nodes. Secondly, a three-layer stacked graph Transformer was adopted for feature encoding to capture the global
dependencies between nodes, and multi-level features were fused to enhance the expression ability. Finally, a dual-
task classifier with a gradient reversal layer was introduced to suppress the domain shift caused by circuit heteroge-
neity. Experiments at the Trust-Hub public library showed that the proposed method achieved a recall rate of 95.2%

on the synopsys 90 nm general library SAED, and its F1-score was improved compared with existing mainstream
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methods. On the large-scale dataset based on TRIT, it achieved an average recall rate of 87.9% and an average F1-

score of 85.0%. This method effectively improves the robustness of HT detection models in cross-process or hetero-

geneous netlists.

Key words: hardware trojan detection, gate-level netlist, graph neural network, domain adversarial training, Trans-

former
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PRALFE BT e 2 2% 1¥) HT Al 777 (Netlist-
GNNED | BT EERAE R A BE I T HT A 7
% (GraphSAGEP24) AT Hiill 2 & HT
Kl g5 (R-HTDetector!®D . fifii, FeT4H &b
RIVREAEAR MR EE (TRIT-TC) A 7 fi 2 A
TEAE A R4 (TRIT-TS) HE47 & # v
i — BB UE A ST R A B

31 ZWRE

3.1.1 K E

R SE 6 Y B PyTorch A e &I i 28 X 25 J22
(PyTorch geometric, PyG) £, HH PyGHeflt [
FE MBI L Z (W GCNConv. GATConv.
TransformerConv %), DL =y 8 IR B 5K AR AE
Re s T PRt e S A I 2R B 22 P 2 A A . SIET
AT A4 °F & N NVIDIA GeForce RTX4070tis,
AMD Ryzen9 7940HX Fl 16 GB iZ47 I 7.«

A F I T K] Transformer S8 T 2 3k
R IHLH B HT AW 5% . SRS H WL,
Horp, GNN X H i TransformerConvt®1 2 — /N 3k
T % Sk vEE JIHLH Y Transformer #1452, FH T
SE IR Pk 22 X 4% v PR 9 SR AR O

*1 RESY

BRI ZHL e
HMNE R PEs 2% AdamW
Rt 2= RS 64 ESES 0.005
PR 22 X 24 2 50 )2 3 T T 1x10™
R BUA 2/4/6/8 BATURHUIR 200
BERLREER | 30% pokmy | O Lo
W R AL ReLU | 34r B E ik 0.3

312 HKBEHEKE

RS2 56 458 FH Trust-Hub 2 L7748 FE 3 AN
FIbRAE TG E ISR, SEIRAURE R 2. 5 —
NI T 6 N EUE BRI 1 M K PE SAED, 1%
I 2 g 43 P9 K 2 BRI AU A, B A
TRIT-TC ¥ 45, HAE 8 AN KB [y L 1k v R 4R
A A SRR AR, 5 =48 TRIT-TS 4
£, FLAE 4/ O 5 1 FL B 4R TP i A\ Al R 1)
FSM AR Rrs AR 1

*2 SLRBIESK

KRR | WA T
76 6 L i LB L
SAED | 200 | i o it 2 T
758 R I F B R o BB A R

TRIT-TC | 580 YL B HT
TE 4 AN [ B8 B0 R B LG N FSM
FIH B AR P2 4 0T

TRIT-TS 3344~

3.1.3 PN 4RATF

BT HT RS IIAT 55 a7 DG 1 3 O HRRE
Weam AT i S A Al iR E AR
A, AAFHZFAES P HERHNFL 048, AR,
FEHAZE L THED 23RN L B ZR R PAT AR 28 A e
SEOGFEAR WK 3. Horb, TNCONIE® 31 A g T Ay
TR T AR, TP A B ™7 s P00 A By
RUECE, FN A ST s 0l oAy 15515 s 4
i, FP NIRRT S A AR S5 R 8= .

*3 SRR

SRR bR P HAN
dedE | BT AR | AR T
(Accuracy) | 5 5T & (¥ EE A1 TP+ FP+ TN + EN
AR RSB IIOAA | L TP
(Recall) | 75 xi T 5 iy LL 451 TP + FN
HHZE AEARL PR | o TN
(TNR) | Y ARARES 5 g7 o5 ) ELAB TN + FP
e | BIIOAAR SE | L TP
(Precision) | A7 mi fir i (Y LL A TP + FP
FIAM | Mok 5 AER0maT |, rl-Soe
(F1-Score) | #%4 Precision + Recall

3.2 BRIFMEIR

SAED #(#s e S A5 B W% 4, 1T SAED
BARREN, ARSI R F B — 28 IR X A5
RATINZR, 20714 — A v % T 00,
FEEH AR IR A, 1% B RN 2
TeE 4 NS A HT R 50 ARSI B 5K .

FATFEHIIZE ML (CNND HER RN
P K e HA AR 2 IR s2 B g sh BE
Transformer YRy Tk EUE TR AT
ERINSIEE. Bk, AT F 2R T
Transformer J=HE 0 J12k30 (2/4/6/81) LU Gl
7 (FHEAFED R Bl v Re 2 . AR
WEAF LS, gl 2 80 B IR 20 IR
e300 ARG 7 SRR 2 R L an & 4 s .



<126+ W% 55 22 A 12 %
#F<4 SAEDHIBEEARER
LI AR TEH Y AR | R AT A fiuh A 3% YEFH Y
RS232-T1000 223 13 HA L b iR A
RS232-T1100 224 12 I Ll b e Ay
RS232-T1200 223 14 G L e Sk
RS232-T1300 224 9 YA L as B iR N
RS232-T1400 223 13 i L A B Fijee A
RS232-T1500 226 14 I L isesik
RS232-T1600 224 12 G L DIfe Sk
S15850-T100 2106 27 HERS e T4 5% Bk
$35932-T100 5427 15 Fease s 648 1 55 Bk
$35932-T200 5426 16 B THA R S5 B
$35932-T300 5447 36 B iE T AR 55 B
$38417-T100 5328 12 BREE LY SN
S38417-T200 5329 15 B 648 R 55 Bk
S$38417-T300 5331 15 BRI AR S5 B
$38584-T100 6473 9 B EE AR 55 Bt
$38584-T200 6371 83 RSN 15 Bk &
S38584-T300 6473 731 RN RSN
EthernetMAC10GE_T700 102 492 13 T L TiRe sl
EthernetMAC10GE_T710 102 492 13 T L2 RO
EthernetMAC10GE_T720 102 492 13 e LA 2% ThReS
EthernetMAC10GE_T730 102 492 13 5 bl B iR Ay
0
122‘2 — 84.1% 864‘%? o 1(9)222 i aL#ﬁ;s 7/8 % o0 "
773% 81.8% 77.8% 80.9% i 83.3%
80% 75 70, 73.3% 80% [ 76.2% 78.6%
70% | 70% k
?; 60% [~ % 60%
= 50% - B 50%
40% - R o b
30% | 30% F
20% 20% |-
10% - 10% F
0 ) g 3 g 0 2 7 g
TR S B HA &%ﬁ%ﬁmA
100% (a) “FHIF 143 00 1 100.0% (b) P A 25T e
90% 80.4% 82.6‘26.9% 99.9% - , 99:9%
sl 696013'9% 78.2% . 7032.9% 00,80 | . 7%99.84 99.8%
70% | s 99.7% - 1
- 6% 5 9% | 99.6% 99.6% 99.6% 99.6%
£ s0% £ 99.5%f
= 40% - = 99.4%
30% 99.3%
20% - 99.2%
10% 99.1%
0 ) 7 6 g 99.0% ) 8 g
TERE ) LB A TERE ) S B H A
(o) “FHIREHHAT I <®$w@m$ﬂw

K4 A7 NS 4 RS T
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BEFNiEE . £ T E Transformer [ 1712008 A4 A Ty 7 2% +127-

HE 4T LU M, BEEEE I SE HIE M,
Fl oy 8. BREBMEHERL LA EBTRE,
R 1RO 6 B RS INIE B B EPERE . BRAL,
REAIE fl B K HE 7 U S Fe br 45 388 TR A
T SR ERTIR, Z3kiER JINLEIREA A
PEANIF 2 R ) B SE R AE o TR R 3k B 22 )
2 FHEMABIFEICR, MR N 1t
Ab, FEAERLG ISR P 7 R OR B B 2R IE (S
B, E& R, FRIELEE 2 5 ORI B,
MR P07 R & R R EE R, S3UE
BERYR, sLmisiay A 7 6e
3.3 XfEEsEIg

BT RSz, SRAERJRECN 6 N At
b4 15 SUAE SAED B 4 1 19 B B A I 25
R, ERNEKS.

®5  ATIAE SAEDHIRE ERAHHERI SRR

HLER 44 R AEM R | KA | AR | F145

RS232-T1000 100.0% | 100.0% | 100.0% | 100.0%

RS232-T1100 100.0% | 100.0% | 100.0% | 100.0%

RS232-T1200 100.0% | 100.0% | 100.0% | 100.0%

RS232-T1300 100.0% | 100.0% | 100.0% | 100.0%

RS232-T1400 100.0% | 100.0% | 100.0% | 100.0%

RS232-T1500 100.0% | 100.0% | 100.0% | 100.0%

RS232-T1600 99.7% | 100.0% | 88.9% | 94.1%
S15850-T100 99.9% | 53.5% | 852% | 65.7%
S$35932-T100 99.9% | 87.5% | 93.3% | 90.3%
S$35932-T200 99.9% | 66.7% | 100.0% | 80.0%
S35932-T300 99.9% | 89.7% | 97.2% | 93.3%
S38417-T100 99.9% | 85.7% | 100.0% | 92.3%
S38417-T200 99.9% | 722% | 86.7% | 78.8%
S38417-T300 99.6% | 72.0% | 85.7% | 78.3%
S38584-T100 99.9% | 57.1% | 88.9% | 69.6%
S38584-T200 99.9% | 96.4% | 97.6% | 97.0%
S38584-T300 99.8% | 98.4% | 99.7% | 99.0%

EthernetMAC10GE_T700 | 100.0% | 100.0% | 100.0% | 100.0%

EthernetMACI0GE _T710 | 99.9% | 78.6% | 84.6% | 81.5%

EthernetMACI0GE_T720 | 99.9% | 80.0% | 92.3% | 85.7%

EthernetMACI10GE_T730 | 100.0% | 100.0% | 100.0% | 100.0%

FHME 99.9% | 87.5% | 952% | 91.2%

HHE S a1, ASCHE H B Transformer A
1t SAED E A (1) A 7 Bk e H SR s
K, OFEME. FEEMFLH, Rl 7E RS232
Z 4 Ml EthernetMAC10GE 25 K7 H it R I AR
SERe. A, fEHEEE (W1 S15850-T100)
F, K#E (53.5%) HHEFIZE (85.2%) HILE
B AT, B FL 2 B RE (65.7%), &
HLE L O i L BR 5 A B Do A b, LR TP )
ARG R AR B, 5 IR AR S5 M RHE
v BEARARL, AR TR R ) ) 0 AT A AE AR A
]

FAERITE SAED i 4 b ik &5 Joxt bk
6, AR HIRAESAED HidlisE LS T &ML
GPERE (F1 0% 912%). fEREFGHE, &
% = T Netlist-GNN  (84.0%) Al GraphSAGE-
LSTM (88.1%) , f& 1& 952%, ¥ kK T R-
HTDetector (96.8%) , & T XF $1 JIl 4% 19 R-
HTDetector il i A= A FF 5 ) ¢ H Bk X Bt
FEA, (Er R ERHE MR R T2 1 &
SCHT MR ERE SRR, FEGE&SNE
o] %, SR S AE R R, LR 4y HUIUh
59.9%, SR RARL . EREHETH, &K
T H 87.5% BT GraphSAGE-LSTM 7714
(94.0%), LSTM M 1#HLEI LR R R G4
BRI, BRWE S Jo R B 5 AR AR, B S
KGAT AR RHIRHAE, NI O 7 28/ IR
TR AR AT A, SR, T [
53U F 43 fih 2 2% A2 B il B AAE TS (AR 1 S
R, SEUO A RN 88.1%, FERLZHIFA
O, fELEAVIAGTRARF1 800 T, A RIS
TO12% IR, EFTEXT AR R, #
A HLAE RSB %5 A R R 2 1) B AR 1 P RE
525 M BE LA Y GraphSAGE-LSTM J7 i AH L
KITTFAEFL 8 B A s, [FREH B2 7
e T 7.1%, RFARCTEX R HT B %
oY el ket

g LRk, TR AL A AR A
W EARERE MR R, Rl R
PEFHRT HT BRFIE R AL fe 3 AR R B, AR
VR s AN P-4 A4 TR BORE T HT RSN e R AR T
— PR N SRR T R . T DR AR KRR S



=128

WZs 515 B i

12

B Bt P IIF A T2, BT RN
ZALRETT o

#*6 RARBYA SAED HIESR LRI RATLE

WARFA FiffiZe | HREIZE | F1%

ARILTT 87.5% | 952% | 91.2%
GraphSAGE-MEAN[! 80.4% | 92.9% | 86.2%
GraphSAGE-LSTMI?] 94.0% | 88.1% | 91.0%
Netlist-GNN[?] 91.0% | 84.0% | 87.4%
R-HTDetector*] 43.4% | 96.8% | 59.9%

3.4 ZHIEEZEIMR

SAED F 79 24 i & F (I Ze I il B £, W
BERUBANAR B R R I 32 B . PRI, D 4siivr
R s T2 5Btz eae /s, A0

KB TRIT-TC (A ZHHT) Al TRIT-TS
(I P8 HT) Bt BTk, 5 467
WMITVEREATXT E

ARSI LA 60 N K, A TRIT-TC Al
TRIT-TS 45 £ v 43 il BEALIE B 30 MR, K
2 4728 B AR #EAT VPG (RR A — 2 AR
WS, 5—FAERNBUEE) . Xy dE:
GraphSAGE-MEAN®),  GraphSAGE-LSTM[?*,
Netlist-GNNP2FI R-HTDetector!?®),  fif 45 %F bt /7
EYIRH 5 ESC— SRR S, JREM R %
X N AT IIZRAN DK

AT 1EAE TRIT-TC A TRIT-TS %4 £ L1
SRR WK T, ATTEAEHEGEEENFE

K7 AXHFEETRIT-TCHTRIT-TS #iEsk FAISTIG &R
TRIT-TC TRIT-TS

2 44 TP | FN | TN |FP | AR | HHE | F1 5% &4 TP | FN | TN |FP | A% | HHE | F1 4%
€2670 TO37 | 5 | 1 | 771 | 5 | 833% | 99.4% | 62.5% |s13207 T412| 16 | 1 |2310| 0 | 94.1% | 100.0% | 97.0%
s15850 T209 | 8 | 3 [2956(29 | 72.7% | 99.0% | 33.3% | s15850 T609 | 21 | 0 [2984| 1 | 100.0% | 100.0% | 97.7%
€3540_T047 0 | 1112]22]100.0% | 98.1% | 38.9% | s1423 T422 | 12 | 5 | 480 | 0 | 70.6% | 100.0% | 82.8%
35932 T204 | 10 | 0 | 6839 | 0 | 100.0% | 100.0% | 100.0% | s1423 T616 | 57 | 2 | 480 | 0 | 96.6% | 100.0% | 98.3%
¢5315 T075 | 5 | 2 [2307| 0 | 71.4% | 100.0% | 83.3% | s15850 T423 | 130 | 0 | 2981 | 4 | 100.0% | 99.9% | 98.5%
€5315 T206 | 12 | 1 [2305| 2 | 92.3% | 99.9% | 88.9% | s15850 T410 | 8 | 4 |2983| 2 | 66.7% | 99.9% | 72.7%
$35932. TO18 | 9 | 0 | 6838 | 1 |100.0% | 100.0% | 94.7% | s13207 T427 | 21 | 3 [2287 |23 | 87.5% | 99.0% | 61.8%
¢5315 T041 | 9 | 0 [2307| 0 | 100.0% | 100.0% | 100.0% | s15850 T617 | 90 | 6 |2985| 0 | 93.8% | 100.0% | 96.8%
s1423 T202 | 7 | 5 | 479 | 1 | 583% | 99.8% | 70.0% |s15850 T452| 17 | 5 |2985 77.3% | 100.0% | 87.2%
c6288 T037 | 6 | 1 [2416| 0 | 85.7% | 100.0% | 92.3% | s1423 T412 | 41 | 1 | 469 | 11| 97.6% | 97.7% | 87.2%
€2670 T092 | 5 | 1 | 779 | 2 | 833% | 99.7% | 76.9% |s35932 T422 | 17 | 0 | 6839 | 0 | 100.0% | 100.0% | 100.0%
s13207 TO12 | 6 | O [2297 |13 |100.0% | 99.4% | 48.0% | s13207 T460 | 17 | 7 [2303| 7 | 70.8% | 99.7% | 70.8%
s15850 T216 | 10 | 3 [2985| 0 | 76.9% | 100.0% | 87.0% |s35932 T605| 38 | 0 [6839 | 0 | 100.0% | 100.0% | 100.0%
$35932. TOO7 | 6 | O |[6837| 2 | 100.0% | 100.0% | 85.7% | s13207_T606 | 27 | 1 [2289 |21 | 96.4% | 99.1% | 71.1%
€2670 TO51 | 8 | 0 | 775 | 1 | 100.0% | 99.9% | 94.1% | s15850 T615 | 39 | 8 |2985| 0 | 83.0% | 100.0% | 90.7%
¢5315 T017 | 5 | 1 [2307| 0 | 83.3% | 100.0% | 90.9% | 35932 T440 | 11 | 2 | 6839 | 0 | 84.6% | 100.0% | 91.7%
$35932 T218 | 10 | 2 | 6839 | 0 | 83.3% | 100.0% | 90.9% | s1423 T601 | 19 | 5 | 480 | 0 | 79.2% | 100.0% | 88.4%
€3540 TOI18 | 5 | 0 | 1123 | 11 | 100.0% | 99.0% | 47.6% | 35932 T439 | 22 | 1 |6839| 0 | 95.7% | 100.0% | 97.8%
s15850 TO17 | 7 | 1 [2985| 0 | 87.5% | 100.0% | 93.3% | s1423 T614 | 19 | 8 | 474 | 6 | 70.4% | 98.8% | 73.1%
€2670 T022 | 8 | 2 | 776 | 0 | 80.0% | 100.0% | 88.9% | s13207 T486 | 24 | 0 | 2306 | 4 | 100.0% | 99.8% | 92.3%
¢5315.T005 | 8 | 2 [2307| 0 | 80.0% | 100.0% | 88.9% | s13207 T429 | 37 | 0 |2308| 2 | 100.0% | 99.9% | 97.4%
s13207.T009 | 6 | 1 [2310| 0 | 85.7% | 100.0% | 92.3% | 35932 T430 | 21 | 0 [6839 | 0 | 100.0% | 100.0% | 100.0%
s1423 TO06 | 4 | 2 | 480 | 0 | 66.7% | 100.0% | 80.0% |s13207 T449 | 12 | 6 |2303| 7 | 66.7% | 99.7% | 64.9%
€2670 TO14 | 5 | 2 | 776 | 0 | 71.4% | 100.0% | 83.3% | 35932 T613 | 30 | 0 | 6839 | 0 | 100.0% | 100.0% | 100.0%
§35932 T201 | 10 | 0 [6839| 0 | 100.0% | 100.0% | 100.0% | s1423 T403 | 24 | 3 | 479 | 1 | 88.9% | 99.8% | 92.3%
¢5315. T088 | 7 | 0 [2304| 3 | 100.0% | 99.9% | 82.4% | 35932 T434 | 18 | 0 | 6839 | 0 | 100.0% | 100.0% | 100.0%
s13207 T204 | 12 | 1 [2310| 0 | 92.3% | 100.0% | 96.0% | s1423 T407 | 13 | 4 | 479 | 1 | 76.5% | 99.8% | 83.9%
€3540 T029 | 5 | 3 |[1133| 1 | 62.5% | 99.9% | 71.4% | s15850 T488 | 108 | 6 |2985| 0 | 94.7% | 100.0% | 97.3%
¢5315.T094 | 7 | 2 [2305| 2 | 77.8% | 99.9% | 77.8% | 35932 T618 | 30 | 0 | 6839 | 0 | 100.0% | 100.0% | 100.0%
¢5315.T033 | 6 | 0 [2307| 0 | 100.0% | 100.0% | 100.0% | s13207 T435 | 12 | 2 |2302| 8 | 85.7% | 99.7% | 70.6%

YA BIEI%E=86.5% H[#=99.8% F1774(=81.3%

SEEME HEE=89.2% H[1#=99.8% F1774(=88.7%
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BEFNiEE . £ T E Transformer [ 1712008 A4 A Ty 7 2% *129-

HEAR T A R 23 A F1) 86.5% F189.2% HI°F-45 7 [m]
K, P EARIIRET 99.8%, HAWIKH IR
Ko B PR DA F1 2 H0A 2 88.7%, A
THEZET = (81.3%), HUIREE AL 8 A St
PRSSNP4 KL
R A MR L 2% 7 FEUNRHES i, 7
AYBGAUE T A ST VEAE S T N A T

ZALRE S S5 R 5 Frs,  fE TRIT-TC
HAEBHAR GRS, ARSCVEEE I E FikF|
86.5%, W& T GraphSAGE-LSTM (91.8%), 1H
F1 7; #03% % 81.3%, 4L T GraphSAGE-MEAN
(78.8%) AIR-HTDetector (78.3%), FHIHAELH
B RS RFRNEET. Hrh, HT
H A IZ A Dl s MO R SR S5 MR, 170 P Trans-
former (4 JR)VE R JIA LI AE A R AT 8 5\
FICRAE R, MR 0 R T E T
F%, 1 GraphSAGE-LSTM jl it | T pLik43 Riik
ARSI, RIUAE &8 iR R AR .

£ TRIT-TS B} J7 AR A Skl , A%
A EFR (89.2%) MF14r% (88.7%) ¥ E
ETErA X, 3T R BRI R OR
il B P N ok B AR AIRESHUAT N,
S A U T 4 R g5 A {E ., 10 B Transformer
I 2 Sid = ML e A U AT AR KRR
W C 2R, AT T VR A b gl B P A I o fR B
1% . M2 F, Netlist-GNN. Graph SAGE-

AR TR
99.8%  99.7%

F1A%|
99.8%

100% - 99.2% 99.3%

91.8%

90% 89.2%

186.5% 86.9%

81.3% 81.8%

78.1%  78.8%

= 80%

29

78.3%
73.9%

iZALH

70%

60%

50%

&l Graph
Transformer SAGE-  SAGE-
MEAN LSTM

(a) TRIT-TCHAARIZALAE Ty X L

Graph Netlist- R-HTDetector

GNN

MEAN F1 GraphSAGE-LSTM %1% 4t GNN J7 14 5%
BT R B AR R A ML, M DA R K R S A
DR AE B 3 A B A il o R I8 55« R-HTDetector
TEA B2 RIELF, AH TP GRbLi) 75 5 5k
WA 5 FERE I, F1 0 8UR % .
3.5 JHELSEIE

R B VEAL AR S 42 ) B Transformer 4
e B DIC #ih % [ SRR 1k R i ok, it
FHAT T RGN ASLL . SEIRTE SAED £l 46
AT, SRS 33 AR — S R E
DAR R4S R be e o AR SO 3 T DU 4 /MY
BEAT X HE . AR SOk BIAE 2 A BTk i) e B A
B, M, BERL: 7S¢ B (Y Rl | 25 Bk DIC A
P, AR B S  R AR AT R SR, A F
BEAT O BN ZR . M, B 4 58 BB b ) ]
Transformer #i AR B 44 3 |2 GCNo M, 5L
1 56 B A v (1) [8] Transformer 9 AR B 4 0 3
JZ GAT . AT X} EU AR 28 DR FL RS b S 2 4
WHE SRR — .

THRSEISSSEAH R AL B S 5K,
RIRGE R FAN A SR . R AT St
IR, o, SRAIE ZE R fabe ) O Rl A 5 58
BEIEFL 8 BB 28R, IR 95% BiE
X B iz 22 A THYE ], RWIAE 95% B AfE
KR, BSMEREZE AR EEAR EAE AL X A A

THRER SIS S5 RN E 8. Bk o, seEmAY

BEE - EHPE »Fl¥|
100% . 99-8% 99.8% 99.7% 99.7% 98.4%
90% [9-2% g8 704
8-3% 81.4%
80.9% [ 80.106 S14% I T98%
:3 80% I 77 4% 79.3%
qm
2
a3 0% 70.2%
s
60% I
50% X
& Graph Graph Netlist- R-HTDetector
Transformer SAGE-  SAGE- GNN
MEAN LSTM

(b) TRIT-TSEHi 4R iZ Ak AE ) X bb

5 ARG E



<130+ 2% 51 L 2 AR EVE
<8 HRLLINZER
Jii2: beRTES IES HIER F1 474 B 2 5 95% B A X If]
AT 99.9%+0.01% | 87.5%=0.04% | 952%+0.03% | 91.23%+0.02% — —
M, Y 99.8% +0.03% | 852%+0.05% | 91.8%=0.07% | 87.96% +0.05% 3.27 [3.21,3.33]
M, 1R 99.8% +0.04% | 81.5%+0.17% 89.7%+0.11% | 84.80% +0.15% 6.43 [6.28, 6.58]
M f5ERY 99.8%+0.03% | 83.8%+0.09% | 90.8%+0.07% | 86.95% + 0.08% 428 [4.20, 4.36]

TEF1 70 80 B S T R 1ERe, “FIFL 2030
(91.23%+0.02%) . 52 fHLL, M, B LR DIC
FEF1LENBE3.27 1 E 5 5 (95% BAS XA :
[3.21,3.33D, kE#Z 5 A B IR [FE P K, GE
ST S BN T SISO R E . SRR AT
Tl # 1A 2P . 248 GCN B GAT # #: &
Transformer Jmfditidh 5, BIAIVEREHILEE FIE.
Hrr, MBI FL 738042 (84.80%+0.15),
SERERBIA N FE 6.43 N E A AL (95% BAS X (A
[6.28, 6.58]) s M, B T 11 F1 20 N (86.95%
+0.08%), FFE4.28 1 7m0 (95% BEAF X [A] :
[4.20, 4.36]) . [, GEit434T 4 95% B 15 X [A]
TaFEEH, TR IR ER, UESE T E R
SLRPES AT SR . 28 BT, SE B TR MR
xR M BE AR PR AR T EE TR, %S R
BT A 2R T A B S 5 R
3.6 it

MSAED. TRIT-TC I TRIT-TS 35 5 1 5256
SiHRE, AR 1 Transformer £ A% 4 7
ZH S PRI R IREe . thah, @ity
RESZIGUER T AR S ERTEFRM:, B Transformer
SRR HUR DIC #5535 4 %of S0 2 S 7 A H LY
M. (EfSERRRZE, 76 TRIT-TS i FFi2 A DK
Wi, BRI F1 48R TH 3, MirE TRIT-TC 4
A AR DRI TR BN . ZISR T
B P 28K B 3 LA 1 2 P ik R B AR RS AL
TR, HRrEsAksTaRamEs, mE
Transformer 1 £ Sk 14 & JINLH| BEGL A JUE Y
AR RRRARBIOC 2R, AT SE R A M Al B2 I PP AR
R R R, M2 N, AEBEADH R
HRHIETE ZAAIE RS B S, AREE T
BUHRITE B R 25 5 51 N IR B35
JREBAFAET M, AT HI S5 10 2H A 12 45 SC s X
M EE T LRAh, PR TS T

S ARE IR R, AR — R RERE L RRAR TR
Xt Ry B A A 22 S IR . R, ARSI VAR A
HEA RN FPAT IR SN R B0 5, e i
X R A AE AU A A B BB S IS AT A AL 2 ]

4 ZERIE

AR T — Bl B E = AL BT TR
HT AT 732, TR AT AT R AR . 1%
LA R F B Transformer 2244, 181 2 2 94 4h
RRAEHREL . B R b 5 O il el 45 &
ST EAFEE SRS HMNEMT, A2
THES T2 IREE T X HT MR 308 /1 5 iz btk ag
7E£ SAED. TRIT-TC 1 TRIT-TS 3 M3EuEH a4
ISEEG R, ARTEER R, F1 5
fabs LR TBUA R 77k, UHAE sl 7
ARG R 5 TR I RAFBCER, NS =7 1P
AR T AT ARES . KR TAEKE
H T 8 T T A AR 3 A flh A R AR T P A N R
HARBAGHESEAEAE 22 A HAMAT 55 IO S

B 3H:

[1] Xiao K, Forte D, Jin Y, et al. Hardware trojans: lessons learned after
one decade of research[J]. ACM Transactions on Design Automation
of Electronic Systems, 2017, 22(1): 1-23.

[2] Zhang J, Yuan F, Wei L X, et al. VeriTrust: verification for hardware
trust[J]. IEEE Transactions on Computer-Aided Design of Integrated
Circuits and Systems, 2015, 34(7): 1148-1161.

[3] Lyu Y D, Mishra P. Automated trigger activation by repeated maxi-
mal clique sampling[C]//Proceedings of the 2020 25th Asia and
South Pacific Design Automation Conference (ASP-DAC). Piscat-
away: IEEE Press, 2020: 482-487.

[4] Elshamy M, Di Natale G, Sayed A, et al. Digital-to-analog hardware
Trojan attacks[J]. IEEE Transactions on Circuits and Systems I:
Regular Papers, 2022, 69(2): 573-586.

[5] Tebyanian M, Mokhtarpour A, Shafieinejad A. SC-COTD: hardware
Trojan detection based on sequential/combinational testability fea-
tures using ensemble classifier[J]. Journal of Electronic Testing,
2021, 37(4): 473-487.

[6] Pan Z X, Mishra P. A survey on hardware vulnerability analysis us-



F2M BEFNiEE . £ T E Transformer [ 1712008 A4 A Ty 7 2%

°131-

ing machine learning[J]. IEEE Access, 2022, 10: 49508-49527.

[7] Vaswani A, Shazeer N, Parmar N, et al. Attention is all you need[C]//

—

Proceedings of the 31st International Conference on Neural Informa-
tion Processing Systems. New York: ACM Press, 2017: 6000-6010.

[8] Li P, Wang Y, Wang H, et al. Distance encoding: design provably

more powerful neural networks for graph representation learning[J].

Advances in Neural Information Processing Systems. 2020, 33:

4465-4478.

Dwivedi V P, Bresson X. A generalization of transformer networks

to graphs[PP].arXiv (2021-01-24)[2025-11-01]. arXiv: arXiv. 2012.

09699.

[10] Shakya B, He T, Salmani H, et al. Benchmarking of hardware tro-
jans and maliciously affected circuits[J]. Journal of Hardware and
Systems Security, 2017, 1(1): 85-102.

[11] YuSC,Gu CY, Liu W Q, et al. Deep learning-based hardware Tro-

jan detection with block-based netlist information extraction[J].

[9

—

IEEE Transactions on Emerging Topics in Computing, 2022, 10(4):
1837-1853.

[12] Fyrbiak M, Wallat S, Reinhard S, et al. Graph similarity and its ap-
plications to hardware security[J]. IEEE Transactions on Comput-
ers, 2020, 69(4): 505-519.

[13] Mg, Z0mk, MY, 45 . JET GSCPN [y HT b it 5 e 4 v oy
Hr[d]. ME 515 B 54k, 2024, 10(4): 72-84.
Mei B, Guo W, Cao Z P, et al. Modeling and security analysis of
hardware Trojan attack based on GSCPN[J]. Chinese Journal of
Network and Information Security, 2024, 10(4): 72-84.

[14] sRFR A, e300, JHIS 8, &5 T mr i 2 PR TE ORI HT it 5
K[, 2% 5515 E 240244, 2021, 7(2): 35-42.
Wu L J, Zhu J C, Tang S B, et al. Design and detection of hardware
Trojan based on satisfiability don’ t cares[J]. Chinese Journal of
Network and Information Security, 2021, 7(2): 35-42.

[15] Piccolboni L, Menon A, Pravadelli G. Efficient control-flow sub-

graph matching for detecting hardware trojans in RTL models[J].
ACM Transactions on Embedded Computing Systems, 2017, 16(5):
1-19..

[16] Chen X M, Liu Q Y, Yao S, et al. Hardware Trojan detection in
third-party digital intellectual property cores by multilevel feature
analysis[J]. IEEE Transactions on Computer-Aided Design of Inte-
grated Circuits and Systems, 2018, 37(7): 1370-1383.

[17] Shen H H, Tan H Z, Li H W, et al. LMDet: a “naturalness” statisti-
cal method for hardware Trojan detection[J]. IEEE Transactions on
Very Large Scale Integration (VLSI) Systems, 2018, 26(4): 720-
732.

[18] Kipf T N, Welling M. Semi-supervised classification with graph con-
volutional networks[PP]. arXiv (2017-02-22) [2025-11-01]. arXiv:
arXiv. 1609.02907.

[19] Velickovi¢ P, Cucurull G, Casanova A, et al. Graph attention networks

[PP].arXiv (2018-02-04) [2025-11-01]. arXiv: arXiv. 1710.10903.

Hamilton W L, Ying R, Leskovec J. Inductive representation learn-

ing on large graphs[PP]. arXiv (2018-09-10). arXiv: arXiv. 1706.

02216.

Yasaei R, Yu S'Y, Al Faruque M A. GNN4T1J: graph neural networks

for hardware Trojan detection at register transfer level[C]//Proceed-

[20

[21

ings of the 2021 Design, Automation & Test in Europe Conference
& Exhibition (DATE). Piscataway: IEEE Press, 2021: 1504-1509.

[22] Yasaei R, Chen L K, Yu SY, et al. Hardware Trojan detection using
graph neural networks[J]. IEEE Transactions on Computer-Aided
Design of Integrated Circuits and Systems, 2025, 44(1): 25-38.

[23] SRVL S, R, XM EE, 45 KL T AR 40 I 2% (1 ) 9 HT ks 7 2%
[7]. P55 E 23], 2023, 45(9): 3253-3262.

Shi J'Y, Wen C, Liu H J, et al. Hardware Trojan detection for gate-
level netlists based on graph neural network[J]. Journal of Electron-
ics & Information Technology, 2023, 45(9): 3253-3262.

[24] Ma P J, Li J, Liu H J, et al. Hardware Trojan detection methods for
gate-level netlists based on graph neural networks[J]. IEEE Transac-
tions on Computers, 2025, 74(5): 1470-1481.

[25] Yasaei R, Faezi S, Al Faruque M A. Golden reference-free hard-
ware Trojan localization using graph convolutional network[J].
IEEE Transactions on Very Large Scale Integration (VLSI) Sys-
tems, 2022, 30(10): 1401-1411.

[26] Li S, Song S J, Huang G, et al. Domain invariant and class discrimi-
native feature learning for visual domain adaptation[J]. IEEE Trans-
actions on Image Processing, 2018, 27(9): 4260-4273.

[27] Lin T'Y, Goyal P, Girshick R, et al. Focal loss for dense object de-
tection[C]//Proceedings of the 2017 IEEE International Conference
on Computer Vision (ICCV). Piscataway: IEEE Press, 2017: 2999-
3007.

[28] Ganin Y, Lempitsky V. Unsupervised domain adaptation by back-
propagation[PP]. arXiv (2015-02-27) [2025-11-01]. arXiv: arXiv.
1409. 7495.

[29] Hasegawa K, Hidano S, Nozawa K, et al. R-HTDetector: robust
hardware-Trojan detection based on adversarial training[J]. IEEE
Transactions on Computers, 2023, 72(2): 333-345.

(fEE ]

BFAT (2002-), 5, f5E TR
A, EERE T RN HT B A A AR
T

T (1988-), %, L, FELEX
W 5C 03, 2B 5075 1A A IR 4% 2 [
A A= 22 A AL 5 4

B (1999-), 5, (FR IR+
Az, B FCIT A DN B S R
[ERENENPR2T )40



